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QTyY

Description

Offered item/ Catalog #(To
be filled out by the bidder)

Pass/ Fail (To
be filled out
by technical
committee)

A- Three Nodes Solution

CPU

3rd Generation Intel® Xeon® calable
Processors Intel® Xeon® Gold Processor 2.90
GHz 16-core 185W

Memory

16x32 GB RAM DDR4 Per Node - 32 DIMM
slots

Boot Drives

480GB M.2 SSDs

Flash Capacity

4x3.84TB SATA 6G Read Intensive LEF'SSD
Per Node

Cold Capacity

8x4TB SAS 12G Midline 7.2K LFE HDD

Network Card

Dual port 10/25 SFP
SFPs: 25Gb DAC cables included

Form factor

2 U Rack mount per Node-rail kit included
Warranty: 3 years ( 24x7)

IPMI

IPMI over LAN /Intelligent Platform
Management Interface

Power

2 Redundant Power Supplies with hot swap
per Node

10

Software

HQ Licenses which we already have are AOS
Ultimate (including adv replication features)

All DR requested Licenses should be included
to achieve DR requirements

Subscriptm Nutanix Cloud Infrastructure
(NCl)Starter Software License&
Production Software Support Service for all
CPU Cores

3 years 24x7 support included

B- Networking

Nodes Switch

Dedicated Hyper converge Data networking
switch

16 ports of 1GbE/10GbE/25GbE
(SFP/SFP+/SFP28

2x 40GbE/100GbE (QSFP+/QSFP28)

Switching Capacity: 1.2Tbps

|[Pagel6
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1 RU Rack-Mount Appliance

Packet Buffers 32MB

Power Supply Dual hot swappable AC

Lifetime warranty

All requested SFPs/DAC & cables should be
included.

Support Plus software upgrade and update
at least 3 years

24x GE RJ45 and 4x 10GE SFP+

1 RU Rack Mount

Switching Capacity (Duplex) 128 Gbps

Packets Per Second (Duplex) 190 Mpps

Certification and Compliance

Management
1 FCC, CE, RCM, VCCI, BSMI, UL, €B, RoHS2

Switch

lifetime warranty

All requested SFPs/DACg@& cables shouldibety
included.

Support Plus software upgrade and update
at least 3 years

C-/Security & others

HTTP Throughput 100Mbps

Application Licenses Unlimited

Hypervisors Supported AHV, Amazon Web
Services (AWS).and Microsoft Azure.

Web vCPWiSupport'=2

Application Storage Support (Minimum )=40 GB

Firewall - viftual Memory Support =Unlimited

appliance Sup}:& High Availability

Web Security Services, Security Services and
IP Reputation

Support Plus software upgrade and update
at least 3 years

18 x GE RJ45 (including 1 x MGMT port, 1 X
Firewall 1 HA port, 16 x switch ports), 8 x GE SFP slots,
4 x 10GE SFP+ slots
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Layer 2/3 Firewall switch controller
compatible switch with 24 x GE/10GE
SFP/SFP+ slots and 2 x 100GE QSFP28. Dual
AC power supplies

Support, Security advanced Services IPS, AV,
Botnet IP/Domain, Sandbox including Virus
Outbreak and Content Disarm &
Reconstruct, Application Control, Web &
Video Filtering, Antispam, Security Rating.

Support Plus software upgrade and update
at least 3 years 24x7 support included

Supplier
Qualifications & | 1
Partnership

Supplier Must have official certifications for
the required services and solutions with at
least two certified Engineers (CV’s Should be
included)

All Hardware and Software components
should be certified through vendorand
through legal channel withrarketter, of '
Authorization from OEM specific to the
tender shall be enclosed.

Supplier should have partnership Approved
the qualification of‘ability to condlct DR
technology at DRSite.

TheSupplier shall ensure to providea Full
Work Plan,shows all steps of work‘and shall
keep the Technical Team'of\Ramallah
Munigcipality up to date in all installation and
configuragn steps and give the access to
test the&System before any process

Installation and
Implementation
of the DR
Solution

The %pplier shall ensure to do all the DR
installation for all mentioned components
with best practice and testing for the
Ramallah Municipality Production Current
service on DR without any cost or any lost in
data
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Licensing required to realize the proposed
solution have to be offered as part of the
solution, all process of DR, planning and
installation should be with on-site training
for Ramallah Municipality Team with
knowledge transfer.

Configuration and installation should be on
the best practice scenario, Supplier should
apply any Ramallah Municipality
requirements for both of Software and
Networking requirements if needed.

System integration and commissioning is the
responsibility of the Supplier and OEM, it
includes the installation of all hardware,
operating System, configuring the entire
solution as per Ramallah Municipality
requirements, Supplier shall resolveall
issues related to compatibility of hardware™
and other system software, also shall
provide installation, labeling and
implementation document as part of system
installation and acCeptance activity. If any
additional hardware is.required for
management of solution/licenses etcs (as per
best practice) then Supplier shall clearly
mention such,requirement.asart on tender
document, At the time of installation and
commissioning of the configuration if it is
found'that'some additional hardware or
software items with licenses are required to
complete the configuration to meet the
operational requirement of the
configuration which were not included in the
Supplier list of deliverables, then Supplier is
required to supply such items without any
additional cost. Supplier shall ensure
completeness of the list of deliverables in
the offer to avoid such discovery during
installation.
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The followings notes should be coverd:

¢ Data Gathering

¢ Scope of work confirmation

e Cluster- Deployment Checklist

¢ HCI Nodes Installation and Configuration:
setup the foundation of

the cluster, create VMs, define storage
policies, create protection

domains.

¢ DR Planing, implementation, and testing.
¢ Create new File Server with DFS and
NameSpace in Main Site and

DR Site.

¢ Create new Domain Controller in DR Site
with new Link and Sites.

¢ Create and Configure Replication
Throttling.

¢ Create and Configure Azure DNS Public
Gateway with SSO.

e Solution Tuning '
e Testing

e Documentation

¢ Sign off

All above by Certified-and‘qualified
engineers.

Official Training | 1

Supplier should provide official technical
training on the above solutions in official
training’€enter for municipality T€am to be
included with'the package, @ccommodation
andtransportation provided by company

|Page20
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Three years 24/7 3/3/3 on-site with OEM
backend Warranty for both the supplied
hardware and software has to be offered,
Warranty shall include all the
software/firmware updates to all the
components in the solution, Supplier shall
not replace manufacturer’s warranty with
their own warranty package. However, the
Supplier can add their support package to
the manufacturers support package to cover
any additional support capabilities, The
warranty shall start from the date of
successful completion and acceptance of the
complete offered solution, The Supplier shall
provide all OEM official licenses for al
HW/SW with serial numbers and pa
numbers on day 1, All the licenses for gi
hardware and software shall beperpetual
and valid for lifelong.
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ITEM

Qry

Description

Unit Price

Total Price

A- Three Nodes Solution

CPU

3rd Generation Intel® Xeon® calable
Processors Intel® Xeon® Gold Processor 2.90
GHz 16-core 185W

Memory

16x32 GB RAM DDR4 Per Node - 32 DIMM
slots

Boot Drives

480GB M.2 SSDs

Flash Capacity

4x3.84TB SATA 6G Read Intensive LFFSSD
Per Node

Cold Capacity

8x4TB SAS 12G Midline 7.2K LFF'HDD

Network Card

Dual port 10/25 SFP
SFPs: 25Gb DAC cables included S

Form factor

2 U Rack mount per Node - rail kit included
Warranty: 3 years ( 24x7)

IPMI

IPMI over LAN /Intelligent.Platform
Management Intefface

Power

2 Redundant Power Supplies with hot swap
pergNode

10

Software

HQ Licenses which we alreadythave are AOS
Ultimate (including adv replication features)

All DRireqliested Licenses should be included
to achieve DR requirements

SubscFiption, Nutanix Cloud Infrastructure
(NCI) Starter Software License&
Production Software Support Service for all
CPU Cores
3 years 24x7 support included

B- Networking

Nodes Switch

Dedicated Hyper converge Data networking
switch

16 ports of 1GbE/10GbE/25GbE
(SFP/SFP+/SFP28
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2x 40GbE/100GbE (QSFP+/QSFP28)
Switching Capacity: 1.2Tbps

1 RU Rack-Mount Appliance
Packet Buffers 32MB

Power Supply Dual hot swappable AC

Lifetime warranty

All requested SFPs/DAC & cables should be
included.

Support Plus software upgrade and update
at least 3 years

Management
Switch

24x GE RJ45 and 4x 10GE SFP+

1 RU Rack Mount

Switching Capacity (Duplex) 128 Gbps
Packets Per Second (Duplex) 190 Mpps

Certification and Compliance
FCC, CE, RCM, VCCI, BSMI, UL, CBjRoHS2

lifetime warranty

All requested SFPs/DAC & eables should b(}_
included.

Support Plus software upgrade and update
at least 3 years

C4Security & others

Web
Applicatioh
Firewall - virtual
appliance

HTTP Throughput 100'Mbps

Application Licenses Unlimited

Hypervisors Supported AHV, Amazon Web

Services (AWS) and Microsoft Azure.

vCPU Support =2

Storage SuSport (Minimum )=40 GB
Mem@ry Support =Unlimited

Sdpport High Availability

Web Security Services, Security Services and
IP Reputation

Support Plus software upgrade and update
at least 3 years

Firewall 1

|[Page?23
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Layer 2/3 Firewall switch controller
compatible switch with 24 x GE/10GE
SFP/SFP+ slots and 2 x 100GE QSFP28. Dual
AC power supplies

Support, Security advanced Services IPS, AV,
Botnet IP/Domain, Sandbox including Virus
Outbreak and Content Disarm &
Reconstruct, Application Control, Web &
Video Filtering, Antispam, Security Rating.

Support Plus software upgrade and update
at least 3 years 24x7 support included

Supplier
Qualifications & | 1
Partnership

Supplier Must have official certifications for
the required services and solutions with at
least two certified Engineers (CV’s Should be
included)

All Hardware and Software components
should be certified through vendorand
through legal channel withrarketter, of '
Authorization from OEM specific to the
tender shall be enclosed.

Supplier should have partnership Approved
the qualification of ability to condlct DR
technology at DRSite.

TheSupplier shall ensure to providea Full
Work Plan,shows all steps of work‘and shall
keep the Technical Team'ofi\Ramallah
Munigcipality up to date in all installation and
configuragn steps and give the access to
test the&System before any process

Installation and
Implementation
of the DR
Solution

The %pplier shall ensure to do all the DR
installation for all mentioned components
with best practice and testing for the
Ramallah Municipality Production Current
service on DR without any cost or any lost in
data
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Licensing required to realize the proposed
solution have to be offered as part of the
solution, all process of DR, planning and
installation should be with on-site training
for Ramallah Municipality Team with
knowledge transfer.

Configuration and installation should be on
the best practice scenario, Supplier should
apply any Ramallah Municipality
requirements for both of Software and
Networking requirements if needed.

System integration and commissioning is the
responsibility of the Supplier and OEM;, it
includes the installation of all hardware,
operating System, configuring the entire
solution as per Ramallah Municipality
requirements, Supplier shall resolveall
issues related to compatibility of hardware™
and other system software, also shall
provide installation, labeling and
implementation document as part of system
installation and acCeptance activity. If any
additional hardware is.required for
management of solution/licenses etcs (as per
best practice) then Supplier shall clearly
mention such,requirement.asart on tender
document, At the time of installation and
commissioning of the configuration if it is
found'that'some additional hardware or
software items with licenses are required to
complete the configuration to meet the
operational requirement of the
configuration which were not included in the
Supplier list of deliverables, then Supplier is
required to supply such items without any
additional cost. Supplier shall ensure
completeness of the list of deliverables in
the offer to avoid such discovery during
installation.
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The followings notes should be coverd:

¢ Data Gathering

¢ Scope of work confirmation

e Cluster- Deployment Checklist

¢ HCI Nodes Installation and Configuration:
setup the foundation of

the cluster, create VMs, define storage
policies, create protection

domains.

¢ DR Planing, implementation, and testing.
¢ Create new File Server with DFS and
NameSpace in Main Site and

DR Site.

e Create new Domain Controller in DR Site
with new Link and Sites.

¢ Create and Configure Replication
Throttling.

¢ Create and Configure Azure DNS Public
Gateway with SSO.

e Solution Tuning '
e Testing

e Documentation

¢ Sign off

All above by Certified-and‘qualified
engineers.

Official Training | 1

Supplier should provide official technical
training on the above solutions in official
training’€enter for municipality T€am to be
included with'the package, @ccommodation
andtransportation provided by company
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Three years 24/7 3/3/3 on-site with OEM
backend Warranty for both the supplied
hardware and software has to be offered,
Warranty shall include all the
software/firmware updates to all the
components in the solution, Supplier shall
not replace manufacturer’s warranty with
their own warranty package. However, the
Supplier can add their support package to

1 the manufacturers support package to cover
any additional support capabilities, The
warranty shall start from the date of
successful completion and acceptance of the g
complete offered solution, The Supplier shall
provide all OEM official licenses for all
HW/SW with serial numbers and part
numbers on day 1, All the licenses for given
hardware and software shall beperpetual
and valid for lifelong.

Warranty and
support

S
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